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DETAILED ACTION 

This action is in response to the papers filed 1/12/2003. Claims 1-25 were 
received for consideration. No preliminary amendments for the claims were filed. 
Currently claims 1-25 are under consideration. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 1 19(a)-(d). The certified copy has been received. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on XXX is in compliance 
with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is 
being considered by the examiner. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 1 recites the limitation "the current entity" in line 5 of claim 1 . There is 
insufficient antecedent basis for this limitation in the claim. 



Application/Control Number: 10/754,938 Page 3 

Art Unit: 2132 

Claim 1 recites the limitation "the next entity" in line 6 of claim 1. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 1 recites the limitation "the series" in line 6 of claim 8. It is unclear if "the 
series" refers to "a series of entities" or "a series of at least one intermediate entity". 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

'(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claim 1-7, and 17-25 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Wiegley (U.S. Patent # 6,71 1 ,677). With respect to claim 1 , a method of passing 
validated information along a series of entities, the series of entities including a source 
entity, a series of at least one intermediate entity, and a target entity, wherein each of 
the entities shares a validation parameter with its immediately neighbouring entity or 
entities in the series, the method comprising the steps, commencing in the source 
entity, of: (a) in the current entity (see figure 2 element 12 Personal Computer), 
generating a validation code for the information (see figure 4A and 4B i.e. hash value of 
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the print data), the validation code (see figure 4A i.e. the session key and the public key 
of the printer) being based on the validation parameter (see figure 4A i.e. the session 
key and the public key of the printer) shared between the current entity and the next 
entity in the series (see figure 1 element 10 Printer); (b) outputting the validation code 
(see figure 4A and 4B step 114 and 1 1 5 the computer client sends the session key 
encrypted with the printer's public key and the hash of the print data encrypted with the 
session key to the printer); (c) receiving the validation code in the next entity in the 
series and making that entity the current entity (see figure 4A and 4B the printer 
receives the session key encrypted with the printer's public key and the hash of the print 
data encrypted with the session key to the printer); (d) verifying the information via the 
validation code in the current entity using the validation parameter required to verify it 
(see figure 4A step 129 the printer checks to is id the hash values match); (e) repeating 
steps (a) to (d) until the last intermediate entity (see figure 2 element 12 Personal 
Computer) in the series has output the validation code it generated (see figure 4A and 
4B step 114 and 1 15 the computer client sends the session key encrypted with the 
printer's public key and the hash of the print data encrypted with the session key to the 
printer); (f) receiving the validation code in the target entity (see figure 1 element 10 
Printer) and verifying the information via the validation code and the validation 
parameter required to verify it (see figure 4A and 4B the printer receives the session key 
encrypted with the printer's public key and the hash of the print data encrypted with the 
session key to the printer and verifies the data based on the hash value). 
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With respect to claim 2 wherein step (b) includes the substep of outputting the 
information (see figure 4A and 4B step 1 16 and 1 18 the printer client sends the print 
data to printer). 

With respect to claim 3, wherein step (f) includes receiving the information and 
using it during the verification (see figure 4A and 4B step 116 and 1 18 the printer client 
sends the print data to printer and hash the print data to verify that the hashes match). 

With respect to claim 4, wherein step (c) includes receiving the information and 
using it during the verification (see figure 4A and 4B step 1 16 and 1 1 8 the printer client 
sends the print data to printer and hash the print data to verify that the hashes match). 

With respect to claim 5, further including a controller in contact with at least some 
of the entities, the controller being configured to pass the information and/or the 
validation codes between adjacent entities in the series (see figure 2 and column 3 lines 
41-61). 

With respect to claim 6, wherein step (a) is performed in response to an 
instruction issued by the controller (see figure 2 and column 3 lines 41-61). 

With respect to claim 7, wherein the instruction includes a request for the 
information upon which the validation is to be performed (see figure 2 and column 3 
lines 41-61). 

With respect to claim 17, wherein a different validation parameter is used for the 
validation step performed at any two adjacent entities (see figure 4A and 4B the session 
key is generate each time date is transmitted to the printer). 
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With respect to claim 18, wherein at least one of the entities is an integrated 
circuit (see figure 2 element 18, 20 and 22 and column 3 lines 41-61). 

With respect to claim 19. A method according to claim 1 , wherein the target entity 
is a printer controller integrated circuit (see figure 2 element 22 and column 3 lines 41- 
61). 

With respect to claim 20, wherein the source entity is a printer controller 
integrated circuit (see figure 2 element 18 and 20 and column 3 lines 41-61). 

With respect to claim 21, wherein either the source entity (see figure 2 element 
12 personal computer) or the target entity (see figure 2 element 10 i.e. printer) is a 
printer controller integrated circuit (see figure 2 element 18, 20 and 22 and column 3 
lines 41-61) and the at least one intermediate entity is a verification chip associated with 
the printer controller (see figure 2 element 20 and column 3 lines 41-61). 

With respect to claim 22, wherein the controller is a printer controller integrated 
circuit (see figure 2 column 3 lines 41-61). 

With respect to claim 23, where one of the entities is the controller (see figure 2 
column 3 lines 41-61). 

With respect to claim 24, wherein the printer controller has a relatively unique 
identity and the verification chip includes a key based on the unique identity (see figure 
4A and 4B the private key of the printer). 

With respect to claim 25, wherein the source or target entity is an integrated 
circuit associated with a package that contains ink (see figure 2 element 20 and figure 
4B column 3 lines 41 -61 ). 
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Claim Rejections - 35 (JSC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 8-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wiegley (U.S. Patent # 6,71 1 ,677) in view of Schneier Applied Cryptography Protocols. 
Algorithms and Source Code in C . With respect to claim 8 Wiegley teaches everything 
with respect to claim 1 above but does not teach wherein the validation code is a digital 
signature produced by a digital signature function using the information and the 
validation parameter as operands. Schneier teaches that the validation code is a digital 
signature produced by a digital signature function using the information and the 
validation parameter as operands (see Schneier page 37-38). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to have digital signed the information with the 
senders private key. This makes it so the receiver can verify who sent the information 
by decrypting the information with the sender's public key (see Schneier page 37-38). 
Therefore one would be motivated to have digital signed the information. 

With respect to claim 9, wherein the validation parameter is a key (see figure 4A 
i.e. the session key and the public key of the printer). 
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With respect to claim 10, wherein the key is a symmetric key (see figure 4A i.e. 
the session key and the public key of the printer). 

With respect to claim 1 1 , wherein the validation parameter is an asymmetric key- 
pair, and the public and private components of the key-pair are in respective 
neighboring entities in the series (see figure 4A i.e. the session key and the public key 
of the printer). 

With respect to claim 12, wherein the validation code is a digital signature (see 
Schneier page 37-38) generated with a digital signature function using the key or key- 
pair component (see figure 4A i.e. the session key), the information (see figure 4A i.e. 
the print data) and at least one nonce as inputs (see figure 4A i.e. the session key). 

With respect to claim 13, wherein the at least one nonce is generated in the 
current entity in response to an instruction issued by the neighboring entity of the 
current entity closer to the target entity (see figure 4A i.e. the session key). 

With respect to claim 14, wherein the at least one nonce is randomly, pseudo- 
randomly or arbitrarily generated number (see figure 4A i.e. the session key and column 
4 lines 47-52). 

With respect to claim 15, wherein the at least one nonce is supplied to the 
current entity in an instruction issued by the neighbouring entity of the current entity 
closer to the target entity (see figure 4A i.e. the session key). 

With respect to claim 16, wherein the nonce is randomly, pseudo-random ly or 
arbitrarily generated number (see figure 4A i.e. the session key and column 4 lines 47- 
52). 
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Conclusion 



Any inquiry concerning this communication or earlier c ommunications from the 
examiner should be directed to Devin Almeida whose telephone number is 571-270- 
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to 
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to 
4:00 P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Devin Almeida 
Patent Examiner 
14/24/2007 




